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Executive summary

Regulatory expectations on financial crime are
rising across every major jurisdiction, and the
insurance sector sits squarely within their scope.
The European Union's Anti-Money Laundering
Authority began operations in July 2025 and took
over the anti-money-laundering and counter-
terrorist-financing mandates of the European
Banking Authority in January 2026, with a single
rulebook that applies starting July 2027.

Meanwhile, sanctions regimes in the United
States, the European Union, and the United
Kingdom continue to broaden, and they
increasingly diverge in their detail even where
their objectives align. And finally, Artificial
intelligence has moved from pilot projects into
supervised production use for screening and
monitoring, while new rules such as the EU Al Act
set conditions on how those systems must be
built and governed.

For insurers, these pressures arrive with a sector-
specific complication. In the United States, Bank
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Secrecy Act and anti-money-laundering program
obligations apply on a product basis. An insurer is
covered when it issues permanent life insurance,
annuities, or other products with cash value or
investment features, and falls outside the
program requirement when it does not.

Sanctions obligations work differently. Every US-
domiciled insurer is a US person and must
comply with the Office of Foreign Assets Control
regardless of the products it sells, and OFAC
enforces on a strict-liability basis. Additionally,
any insurance transaction conducted in US
dollars, including premium payments and claims
settlements, can fall within OFAC jurisdiction
regardless of where in the world it occurs,
because US dollar payments are typically cleared
through US correspondent banks, which creates a
US nexus. The result is a compliance picture that
is uneven by product line and unforgiving on
sanctions.
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SECTION |

The Compliance

Balancing Act

Insurers face a tightening set of expectations from regulators,
counterparties, and the public. The pressures fall into three broad

categories.

REGULATORY INTENSITY

The European Union has consolidated its anti-money-
laundering rules into a single framework and created a
dedicated supervisor. The Anti-Money Laundering
Authority, based in Frankfurt, became operational on
1 July 2025 and assumed the anti-money-laundering
and counter-terrorist-financing functions previously
held by the European Banking Authority on 1 January
2026. The substantive rules in the Anti-Money
Laundering Regulation and the Sixth Anti-Money
Laundering Directive apply from 10 July 2027, and the
Authority is scheduled to begin direct supervision of
selected high-risk institutions in 2028. In the
meantime, it is publishing the technical standards and
guidelines that will define day-to-day expectations,
which makes the period through 2027 a window for
preparation rather than a pause.

At the international level, the Financial Action Task
Force continues to anchor its standards in a risk-based
approach, under which firms are expected to assess
their own money-laundering and terrorist-financing
risks and apply controls proportionate to them.

. THE EU TIMELINE AT A GLANCE

Jul 1

AMLA becomes
operational

Jan1

Assumes AML / CTF
mandate from the EBA
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In the United States, the Bank Secrecy Act framework
reaches insurers selectively. FinCEN's rules apply to
insurance companies that issue covered products,
defined as permanent life insurance policies other
than group policies, annuity contracts other than
group contracts, and any other insurance product with
cash value or investment features. An insurer that
issues only property, casualty, health, or term
products without those features generally falls outside
the anti-money-laundering program requirement. This
product-based scope is a meaningful difference from
the entity-based obligations that apply to banks.

Sanctions exposure is broader. As US persons, all US-
domiciled insurers, and anyone transacting in USD
must comply with OFAC's sanctions programs whether
or not they issue covered products, and OFAC has long
applied a strict-liability standard, meaning a violation
can occur without intent or knowledge. An insurer can
therefore sit outside the anti-money-laundering
program rules while remaining fully exposed on
sanctions, a distinction that shapes where screening
effort belongs.

Then

2028

Jul 10

Single rulebook (AMLR +
6AMLD) applies

Direct supervision of
high-risk entities begins
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. SECTION I - THE COMPLIANCE BALANCING ACT

REPUTATIONAL STAKES

Enforcement actions and public findings carry costs well
beyond any penalty figure, because counterparties read
them closely. Banks providing correspondent and operating
accounts, and reinsurers assessing cedents, factor financial-
crime control quality into their decisions, and weak controls
can contribute to the loss or repricing of those relationships.
The Financial Action Task Force has cautioned against over-
de-risking, the practice of withdrawing from customers or
regions wholesale rather than managing risk, which signals
how seriously the dynamic is taken at the standard-setting

level.

CROSS-BORDER COMPLEXITY

Insurers that underwrite, pay claims, or hold reinsurance across borders must reconcile sanctions
and anti-money-laundering rules that no longer move in lockstep. A counterparty or transaction
permitted under one regime may be restricted under another, and the gap has widened as the
United States, the European Union, and the United Kingdom have each expanded their programs
at different speeds.

Il THE COST OF INERTIA

Static compliance processes were designed for a slower regulatory cycle. When rule changes,
designations, and guidance arrive continuously, an annual assessment and a fixed screening
configuration leave gaps between updates. Those gaps are where enforcement risk, counterparty
risk, and operational disruption accumulate. The sections that follow address the three areas where

insurers are closing them.

FinScan | 2026 Guide — AML for Insurance




. SECTION I - THE COMPLIANCE BALANCING ACT

Obligations also differ by line of business

Jurisdiction is only one axis of difference. The other is the line of business, and the two compound. Anti-
money-laundering program requirements concentrate on life and investment-type insurance, where
products carry cash value or an investment element. The mechanism varies by region, since the United
States scopes the requirement by product while the European Union and the United Kingdom scope it by
obliged entity, but the pattern holds. Property, casualty, health, marine, and most specialty lines sit largely
outside the anti-money-laundering program requirement while remaining fully exposed to sanctions,
which apply to every line in every jurisdiction. Where the risk concentrates, and therefore where screening
effort belongs, shifts with the line.

. ) AML program
Line of business

obligation

Life and annuities In scope Cash-value and investment-type products carry money-
laundering risk through funding, surrender, loans, and
beneficiary changes

P&C / general Largely outside Non-life products lack the cash-value or investment
features that trigger the program requirement

Health Largely outside Treated as non-life; outside program scope in the United
States and the European Union

Reinsurance Largely outside Not a customer-facing covered or investment product;
exposure is counterparty-driven

Marine Largely outside Non-life; program duties limited, sanctions exposure high
Specialty (travel, Varies In scope where a product is life-linked or investment-type;
cyber, trade credit) otherwise outside

Table 1. Anti-money-laundering program obligation by line. Sanctions obligations apply to every line regardless of this
column.
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. SECTION I - THE COMPLIANCE BALANCING ACT

Where exposure concentrates

The exposure that remains, and the screening workflow that addresses it, also varies by line.

Life and
annuities

P&C / general

Health

Reinsurance

Marine

Specialty (travel,
cyber, trade
credit)

Account takeover, fraud, and laundering
through policy funding, surrender, and
loans; beneficiary and ownership changes

Fraud and sanctions at claim and payout;
third parties, vendors, and beneficiaries

Fraud and sanctions across members,
providers, and administrators

Counterparty and sanctions risk several
layers deep in cedant, broker, and
ownership chains

Sanctions tied to vessels, ownership, routes,
and cargo

Cross-border, real-time exposure; cyber to
sanctioned parties via ransomware
payments

Onboarding, ongoing monitoring, policy
and beneficiary changes; entity
resolution

High-volume, low-data screening of
names and payments across claims

Multiple screening points; integration
with claims and billing

Look-through screening across multi-
layered counterparties

Matching across aliases and free-text;
vessel and ownership

Real-time and batch screening tuned to
niche models

Table 2. Where exposure concentrates and what screening addresses, by line.

Sanctions apply to every line, in every jurisdiction

- regardless of the AML program column. Where AML exposure is low, sanctions exposure
often is not.




SECTION Il

Dynamic Risk Assessments

Moving beyond periodic reviews

WHAT IS BROKEN

Many insurance compliance programs still rely on a risk
assessment refreshed once a year. An annual cycle
assumes the risk picture holds steady between reviews,
and it rarely does. New products, distribution partners,
geographies, and sanctions designations can change an
insurer's exposure within weeks, so a document
finalized in the first quarter can be out of date by the
third. When a group operates across several
jurisdictions the problem compounds, because local
teams often assess risk on different schedules and with
different methods, leaving the organization without a
consistent view.

Q Recommendations

WHAT IS WORKING

Insurers that have strengthened this area share
a few common moves. They treat risk
assessment as a continuous process, refreshing
key inputs as conditions change rather than
waiting for the annual cycle. They bring
sanctions risk and money-laundering risk into a
single view rather than running them as
separate exercises, since the same customer,
intermediary, or payment can carry both. And

they connect their key risk and performance
indicators to that assessment, so movements in

alert volumes, clearance times, and hit rates
feed back into how risk is scored.

1 Continuous risk assessment replaces the fixed annual cycle. The assessment becomes a
living model, updated as products, partners, geographies, and designations change, with the
annual review serving as a formal checkpoint rather than the only point of refresh.

Data quality and governance come first. A risk assessment is only as reliable as the data
beneath it. Clear ownership of customer, policy, and payment data, with defined standards for
completeness and accuracy, is the foundation on which screening and monitoring depend.

Feedback loops connect audits and risk owners. Findings from independent testing and
internal audit return to the people who own each risk, so control weaknesses identified in one
cycle are reflected in the next assessment rather than tracked separately.
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SECTION 111

Sanctions in a Fragmented .
World

WHAT IS NEW

The sanctions response to recent geopolitical events has produced one of the most active periods of designation
and rule-making in decades. The United States, the European Union, and the United Kingdom remain broadly
aligned in objective, yet the detail of their programs increasingly diverges. The European Union adopted its
twentieth package of measures concerning Russia in April 2026, extending listings and adding new categories of
restriction. The three regimes have at times set different parameters for comparable measures, including different
treatment of energy-related thresholds, which means a single transaction can be assessed differently depending on
which regime applies. Supervisors have signaled that screening quality is under scrutiny. In May 2026 the United
Kingdom's Financial Conduct Authority published findings on how firms manage sanctions compliance, identifying
weaknesses that included incomplete screening and slow handling of alerts.

OPERATIONAL RISK

) ) ) WHERE IT BITES
For insurers, sanctions risk runs through the full contract

lifecycle. A party can be clear at underwriting and later become B Claims & payouts, not just
the subject of a designation, so exposure surfaces at the point onboarding
of a claim or a payout rather than at issuance. Third-party

. ' . . B Ownership & control: look through
payments, premium financing, and reinsurance settlements

. . ) structures
add further points where a restricted party can enter the chain.
Two features of sanctions practice make this harder than a B Secondary sanctions & USD
simple name check. The first is ownership and control. A party clearing

that is not itself listed can still be restricted if it is owned or
controlled by a listed person, which requires insurers to look
through corporate structures rather than screen only the
named counterparty. The second is secondary-sanctions and
dollar-clearing exposure. Because many cross-border payments clear through US financial institutions, an insurer
with no US presence can still face consequences for dealings that touch US-restricted parties.

Third-party & reinsurance
settlements

Because many cross-border payments clear through US
financial institutions, an insurer with no US presence but
transacting in US dollars can still face OFAC consequences for
dealings that touch US-restricted parties.

FinScan | 2026 Guide — AML for Insurance 09



. SECTION IIl - SANCTIONS IN A FRAGMENTED WORLD

QO Recommendations

Because this exposure runs the full contract lifecycle and turns on ownership, dollar-clearing, and
third-party links that a simple name check misses, insurers are converging on a few practical moves.

Centralized sanctions intelligence and workflows give the group a single source for
designations, guidance, and decisions, so that local teams work from the same current
information rather than maintaining separate interpretations.

Configurable screening logic handles regional rules. Screening that can be tuned to
the requirements of each applicable regime, rather than applying one fixed rule set
everywhere, allows an insurer to meet divergent obligations without either over-blocking
or missing restricted parties.

Compliance embedded in claims, reinsurance, and third-party payments extends
screening beyond onboarding to the points where restricted parties most often appear.
Re-screening at claim and at payout, and screening the parties to reinsurance and third-
party settlements, closes the gaps that a one-time check at issuance leaves open.
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SECTION IV

Al in AML and Sanctions

Promise, pitfalls, and pragmatic steps forward

THE OPPORTUNITY

Applied with discipline, Al and machine-learning
techniques address well-known weaknesses in
financial-crime controls. They can reduce false
positives by scoring alerts on a wider set of features
than a rules engine considers, which lets analysts
spend their time on the alerts most likely to matter.
They can speed the handling of alerts through better
prioritization. And they can surface anomalies and
patterns that fixed rules miss. The Financial Action
Task Force has acknowledged this potential,
describing how these techniques can make
compliance faster, less costly, and more effective
when adopted responsibly.

Fewer false
positives

Faster alert
handling
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THE CHALLENGES

The same techniques raise questions that insurers
have to answer before they rely on them.
Explainability is central. A screening or monitoring
decision that affects a customer needs a rationale
that analysts, auditors, and regulators can follow,
and some model types make that harder. Data
quality determines whether a model helps or harms,
because a model trained on incomplete or biased
data will reproduce those flaws at scale. Ethical
concerns, including the risk of biased outcomes
across customer groups, require active testing rather
than assumption. And the regulatory position is still
settling, which leaves firms to make decisions
against a moving baseline.

Data quality

Explainability

Unsettled

Bias & ethics regulation
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. SECTION IV - Al IN AML AND SANCTIONS

The regulatory frame

The picture is becoming clearer in parts. The EU Al Act, which
entered into force in August 2024, classifies certain uses as high-
risk and attaches specific obligations to them. For insurers, the
most directly relevant entry is the Act's treatment of Al used for
risk assessment and pricing in life and health insurance, which it
names as high-risk. Al used to detect financial fraud is treated
differently. It is carved out of the high-risk category that covers
creditworthiness and credit scoring, so financial-crime detection
tools generally do not fall into automatic high-risk classification on
that basis, though transparency obligations under the Act can still
apply, for example where a system interacts with customers. The
timeline for high-risk obligations has been in flux. A simplification
package known as the Digital Omnibus, provisionally agreed
during 2026, would defer the high-risk obligations originally set for
August 2026 into late 2027, but until it is formally adopted and
published the original dates remain the legal baseline, so insurers
are planning against the earlier date while tracking the change.

Other frameworks fill in the picture. In the United States, the
National Association of Insurance Commissioners adopted a
model bulletin on the use of Al systems by insurers in late 2023,
which many states have since put in place, setting expectations for
governance, testing, and third-party oversight. The National
Institute of Standards and Technology's Al Risk Management
Framework, a voluntary framework organized around the
functions of governing, mapping, measuring, and managing Al risk,
gives insurers a structure for that work. And the Financial Action
Task Force's risk-based approach continues to set the expectation
that any tool, Al included, is deployed in proportion to assessed
risk.
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IN PRACTICE

Insurers are
planning against
the earlier date
while tracking the
change.

BUILD TO
EU Al Act

FATF risk-based
approach

Hl NIST Al RMF

Bl NAIC model bulletin

AT A GLANCE

B Life & health pricing Al is
named high-risk (Annex Il1)

B Fraud-detection Al is
generally not auto high-risk

Plan to Aug 2026; Digital
Omnibus may defer to late
2027
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. SECTION IV - Al IN AML AND SANCTIONS

O Recommendations

Data quality precedes Al adoption

The return on a model depends on the data feeding it, so the work of cleaning,
consolidating, and governing customer, policy, and payment data comes before a model is
introduced, not after.

Alignment with established frameworks reduces regulatory
risk
Building to the expectations set by the EU Al Act, the Financial Action Task Force, and the

NIST Al Risk Management Framework, and to applicable state requirements, keeps a
deployment defensible as rules settle.

Explainable, supervised models with ongoing monitoring
form a sound starting point

Beginning with models whose decisions can be explained and that operate under human
review, and monitoring them for bias and for drift as conditions change, lets an insurer
capture benefit while keeping control.
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SECTION V

Building a Modern Insurance
Compliance Framework

The three areas above converge on a single point. Financial-crime controls work best as one
connected system rather than a set of separate tools. A modern framework aligns people, process,
and platforms so that a change in any one is reflected in the others.

0))
m

People

Compliance, claims,
underwriting, and data
teams share responsibility
for financial-crime risk, with
clear ownership and
escalation paths between
them. Cross-functional
working is what allows a
sanctions hit at the point of

claim to be handled
correctly rather than
missed.

1%
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o

Process

Risk assessment, screening,
monitoring, and testing
operate on a continuous
cycle, with findings from
each feeding the next. The
annual review remains as a
formal checkpoint rather
than the only moment the
program updates.

«

Platforms

The supporting technology
screens in real time, covers
the jurisdictions an insurer
operates in, and adapts as
rules and designations
change. Configurability
matters as much as
coverage, because
divergent regimes cannot
be served well by a single
fixed rule set.
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. SECTION V - BUILDING A MODERN FRAMEWORK
What separates strong implementations

Integrated screening solutions, FinScan among them, are built to support this model by bringing
anti-money-laundering, sanctions, and KYC screening into a connected workflow with broad data
coverage and configurable logic. Three supporting elements tend to separate strong
implementations from weak ones.

Adyvisory partnerships

Advisory partnerships give an insurer access to expertise as rules change, rather
than leaving it to interpret each development alone.

Customization of risk scoring

Customization of risk scoring lets the system reflect an insurer's specific products,
geographies, and risk appetite rather than a generic default, which is what allows
a single program to serve lines whose obligations diverge as much as the two
tables in Section | describe.

a Strong data pipelines
And strong data pipelines ensure that the customer, policy, and payment data

reaching the screening engine is complete and current, since screening quality is
bounded by data quality.
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SECTION VI — CONCLUSION

From Cost Center to
Competitive Advantage

Financial-crime compliance is often treated as a cost to be minimized. The insurers making the
most progress treat it instead as a contributor to operational resilience, customer trust, and
readiness for whatever the next regulatory or geopolitical shift brings. A program that updates
continuously absorbs change with less disruption. Controls that counterparties trust protect the
banking and reinsurance relationships an insurer depends on. And a framework built to adapt can
take on new products and markets without starting its compliance work over.

The insurers that succeed in this environment share a disposition more than a toolset. They treat
compliance as a discipline that learns, revising their approach as evidence accumulates. They work
across functions, so that risk is managed where it arises rather than in a silo. And they ground
innovation in risk, adopting new methods, Al included, where the assessed risk justifies them and
the controls can be explained.

The move from blind spots to breakthroughs is, in the
end, a move from a static program to one that keeps
pace with the world it operates in.

IN SHORT

Adapt to
new

Update

. Controls products/
continuously

counter- markets
parties trust

Explainable,
risk-
balanced Al
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SCREEN EVERY CUSTOMER. SCREEN EVERY PAYMENT.

Accurate AML compliance
screening without drowning
your team in false positives

FinScan brings anti-money-laundering, sanctions, and payment screening
into a connected workflow with broad data coverage and configurable logic.
It is built for insurers whose obligations diverge by line, jurisdiction, and
rail.

Request a demo

i FinScan

an Innovative Systems Solution
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https://www.finscan.com/book-demo
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